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DETAILED ACTION 

1 . Claims 1-44 are rejected. 

Allowable Subject Matter 

2. The following is a statement of reasons for the indication of allowable subject matter: 
Claims 45-57 are allowable. The closest prior art of record discloses generating escrow key for 
sender when the recipient's public key is not present. However, the prior art of record does not 
explicitly disclose means for generating an escrow key for encrypting the document if the means 
for searching does not return a public key for the recipient; means for requesting the recipient's 
public key from the recipient; means for storing said document in escrow until receipt of the 
recipient's public key; means for unencrypting the document using an escrow decryption key; 
and means for re-encrypting the document using the recipient's encryption key prior to sending 
the document to the recipient in light of other features disclosed in independent claim 45 and the 
specification. 

Claim Rejections - 35 USC § 112 

3. The following is a quotation of the first paragraph of 35 U.S.C. 1 12: 

The specification shall contain a written description of the invention, and of the manner and process of making 
and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the art to which it 
pertains, or with which it is most nearly connected, to make and use the same and shall set forth the best mode 
contemplated by the inventor of carrying out his invention. 

4. Claims 1-44 are rejected xmder 35 U.S.C. 1 12, first paragraph, as failing to comply with 
the written description requirement. The claim(s) contains subject matter which was not 
described in the specification in such a way as to reasonably convey to one skilled in the relevant 
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art that the inventor(s), at the time the application was filed, had possession of the claimed 
invention. The claim limitation discloses that the unencryption escrow key for unlocking said 
escrow key is not made available to said recipient when the document is encrypted with the 
escrow encryption key. However, the specification ([0096] pages 33-34: the OC200 or escrow 
manager could transmit the escrow decryption key as part of the delivery to the receiving system 
300). Furthermore, the claim does not disclose information as to how the system operates when 
the escrow key is not made available. Therefore, examiner will examine the claim by interpreting 
that the key is made available to recipient. 



Claim Rejections - 35 USC § 103 

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

A patent may not be obtained though the invention is not identically disclosed or described as set forth in section 
102 of this title, if the differences between the subject matter sought to be patented and the prior art are such that the 
subject matter as a whole would have been obvious at the time the invention was made to a person having ordinary skill in 
the art to which said subject matter pertains. Patentability shall not be negatived by the manner in which the invention was 
made. 

6. Claims 1-4, 6-16, 21-36, 40-44 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Everingham US (6,327,61 1) in view of Walker et al. U.S. Pub. No. 20020023213 
(hereinafter Walker). 

7. As per claim 1, 29, and 30, Everingham discloses a method for delivering a document 
from a sender to a next stage on a routing list comprising the steps of: receiving an indication 
that the sender desires to deliver a document to a next stage on a routing list for the document 
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(Everingham: column 5 lines 3 1-36) and identifying a recipient from the next stage on the 
routing list (Everingham: column 5 lines 34-36). Everingham does not expUcitly disclose setting 
a key for encrypting the document equal to a public key of the recipient; providing an escrow 
key not equal to the recipient's public key, and setting the key equal to the escrow encryption 
key if said recipient's public key carmot be located; encrypting the document prior to sending 
said document using the key, and providing the encrypted document to the recipient. However, 
Walker discloses providing recipient's public key to the sender and if the public key cannot be 
retrieved, the server will generate escrow key pair for the sender and the escrow key pair is not 
equal to the sender's private key, wherein an escrow unencryption key for unlocking said escrow 
encryption key is made available to said recipient (Walker: [0041]). It would have been obvious 
to one having ordinary skill in the art to encrypt a message using recipient's public key prior to 
sending the message to a recipient. Therefore, it would have been obvious to one having ordinary 
skill in the art at the time of applicant's invention to combine the teachings of Walker within the 
system of Everingham because it allows the sender to encrypt data regardless whether there's 
existing public key for the recipient. 

8. As per claim 2, Everingham as modified discloses the method of claim 1 further 
comprising defining and storing the routing list before an originating sender indicates a desire to 
deliver the document to the routing list (Col 4, Lines 12-19) 

9. As per claim 3, Everingham as modified discloses the method of claim 1 . Everingham as 
modified further discloses the method comprising receiving the routing list and an indication that 
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the user desires to deliver the document to the list and storing the routing list (Everingham: 
column 5 lines 31-42). 

10. As per claim 4 and 30, Everingham as modified further discloses sending the message 
encryption key to the sender (Walker: [0041]). 

11. As per claim 6, Everingham as modified discloses the method of claim 4, Everingham as 
modified ftirther discloses the sender encrypting the document using the message encryption 
key; and the sender delivering the encrypted document to the recipient (Walker: [0041]). 

12. As per claim 7, Everingham as modified discloses the method of claim 1 further 
comprising the sender delivering the document to the recipient. (Everingham: column 5, lines 
43-47; Walker: [0041]). 

13. As per claim 8, Everingham as modified discloses the method of claim 1. Everingham as 
modified further discloses wherein the routing list is identified by a routing list identifier; and the 
step of receiving an indication that the sender desires to deliver a. document to a next stage on the 
routing list includes receiving the routing list identifier (Everingham: column 5 , lines 33-39), 

14. As per claim 9, Everingham as modified discloses the method of claim 8. Everingham as 
modified further discloses wherein the routing list identifier includes an email address of said 
routing list (Everingham: column 4, lines 1-11). 



Application/Control Number: 10/004,019 



Art Unit: 2131 



Page 6 



15. As per claim 10: Everingham discloses the method of claim 8 wherein the routing list 
identifier an address at a domain name of a web page for routing lists (Everingham: column 4, 
lines 1-11). 

16. As per claim 11, Everingham as modified discloses the method of claim 1. Everingham 
as modified further discloses wherein the next stage in the routing list comprises a group of 
recipients; and the step of identifying a recipient from the next stage comprises identifying at 
least one of the recipients group (Everingham: column 6 lines 57-64). 

17. As per claim 12 and 32, Everingham as modified discloses the method of claim 1. 
Everingham as modified further discloses wherein the step of receiving an indication that the 
sender desires to deliver a document to a next stage on the routing list comprises: receiving a 
query from the sender for an identity of a recipient from the next stage on the routing list 
(Everingham: column 6, lines 57-64). 

18. As per claim 13, Everingham as modified discloses the method of claim 12. Everingham 
as modified further discloses the method comprising: tracking a current recipient of the 
document from the routing list; and in response to the query (Everingham: column 4 lines 34- 
40); returning an error message, if the routing list cannot be located or the querying sender is not 
the current recipient (Everingham: column 4 lines 40-55); and returning the identity of at least 
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one recipient from the next stage of the routing list, if the querying sender is the current recipient 
(Everingham: column 5 lines 43-47). 

19. As per claims 14 and 34, Everingham as modified discloses the method of claim 1. 
Everingham as modified further discloses the method comprising tracking a current recipient of 
the document from the routing list (Everingham: column 5 line 66 - column 6 line 7). 

20. As per claim 15, Everingham as modified discloses the method of claim 14. Everingham 
as modified fiirther discloses the method comprising receiving confirmation that the recipient has 
received the document; and updating the current recipient of the document to reflect the received 
confirmation (Everingham: column 5 line 45 and column 5 line 66 - colunm 6 line 7). 

21. As per claims 16 and 35, Everingham as modified discloses the method of claim 1. 
Everingham fiirther discloses wherein the routing list includes rules (Everingham: column 3 lines 
62-63). 

22. As per claims 21 and 41, Everingham as modified discloses the method of claim 1. 
Everingham as modified fiirther discloses wherein the step of receiving an indication that a 
sender desires to deliver a document to the next stage on a routing list comprises receiving a 
form containing rules for the routing list (Everingham: column 4 lines 12-30 and column 5 lines 
43-60: the control portion contain rules information along with the routing list). 
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23. As per claims 22 and 42, Everingham as modified discloses the method of claim 1 . 
Everingham as modified further discloses wherein the step of receiving an indication that the 
sender desires to deliver a document to a next stage on a routing list comprises receiving a 
routing parameter for the routing list (Everingham: column 5 lines 33-39). 

24. As per claims 23 and 40, Everingham as modified discloses the method of claim 1 . 
Everingham as modified fiirther discloses wherein the step of receiving an indication that a 
sender desires to deliver a document to a next stage on a routing list for the document comprises 
receiving the document along with an indication (Everingham: column 5 lines 31-42). 

25. As per claim 24, Everingham as modified discloses the method of claim 23. Everingham 
as modified further discloses the method comprising delivering the document to the recipient 
(Everingham: column 5 lines 43-47). 

26. As per claim 25, Everingham as modified discloses the method of claim 23. Everingham 
as modified fiuther discloses the method comprising delivering the document in read-only mode 
to the recipient (Everingham: column 6 lines 22-27). 

27. As per claim 26, Everingham as modified discloses the method of claim 23. Everingham 
as modified fiirther discloses encrypting the document using the message encryption key before 
delivering the document to the recipient (Walker: [0041]). 
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28. As per claim 27 and 43, Everingham as modified discloses the method of claim 1 . 
Everingham as modified further discloses the method comprising authenticating the sender's 
pubUc key, establishing a secure connection with the sender and receiving the document firom the 
sender via the first secure connection (Everingham: [0004]: authenticating the sender using the 
sender's public key when the message is encrypted by sender's private key). 

29. As per claim 28, 44, and 57 Everingham as modified discloses the method of claim 27. 
Everingham as modified further discloses authenticating the recipient using the recipient's public 
key; establishing a second secure connection with the recipient; and transmitting the document to 
the recipient via the second secure connection (Walker: [0041]). 

30. As per claim 3 1 , Everingham as modified discloses the computer program product of 
claim 29 wherein the routing list is identified by an email address (Everingham: column 4 lines 
1-11); and the step of receiving an indication includes receiving the email address (Everingham: 
colunm 5 lines 33-39). 

31. As per claim 32, Everingham as modified discloses the computer product program of 
claim 29. Everingham as modified further discloses wherein the routing list is identified by an 
address at a domain name for routing lists (Everingham: column 4 lines 1-11); and the step of 
receiving an indication includes receiving the address (Everingham: column 5 lines 33-39). 
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32. Claim 5 is rejected under 35 U.S.C. 103(a) as being unpatentable over Everingham in 
view of Walker and further in view of Bouchard et al. U.S. Pub. No. 20020091928 (hereinafter 
Bouchard). 

33. As per claim 5, Everingham as modified discloses the method of claim 4. Everingham as 
modified does not explicitly disclose wherein the step of sending the key to the sender 
comprises: sending to the sender a digital certificate containing the recipient's public key. 
However, Bouchard discloses a server locating and retrieving a recipient's public key through 
digital certificate (Bouchard: [0049]-[0050]). It would have been obvious to send the digital 
certificate to the sender so that the sender can retrieve the public key for encryption because they 
are analogous art. Therefore, it would have been obvious to one having ordinary skill in the art at 
the time of applicant's invention to combine the teachings of Bouchard within the combination 
of Everingham- Walker because transmitting digital certificate to send public key is well known 
in the art. 

34. Claims 17-20, and 36-39 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Everingham in view of Walker and further in view of Geiger et al. US (6,073,142). 

35. As per claims 17 and 36, Everingham as modified discloses some rules being applied to 
the routed document and the routing list but the combination of Everingham and Walker doesn't 
show the rules encapsulated in forms. However Geiger discloses a system for document routing 
in a networked environment where the document reviewing rules are encapsulated into a form 
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(Geiger: column 15 lines 55-67 and FIG. 8). Therefore it would been obvious to one ordinary 
skilled in the art at the time the invention was made to modify the combination of Everingham- 
Walker with the teachings of Geiger to encapsulate the rules into a form for the rules engine. One 
would be motivated to do so in order to enable the system to provide the ability to define 
business rules and distribution control over various types of data objects. 

36. As per claims 18 and 37, Everingham as modified discloses some rules being applied to 
the routed document and the routing list but the combination of Everingham- Walker does not 
explicitly disclose the rules embodying business processes. However Geiger discloses a system 
for document routing in a networked environment where the document reviewing rules are 
embodied in a business process (Geiger: column 12 lines 53-66 and column 13 lines 15-25). 
Therefore it would been obvious to one ordinary skilled in the art at the time the invention was 
made to modify the combination of Everingham- Walker with the teachings of Geiger to embody 
a business process into the rules. One would be motivated to do so in order to enable the system 
to provide the ability to define business rules and to control distribution over various types of 
data objects in light of business conmiunication policy (Geiger: column 3 lines 1-20). 

37. As per claims 19 and 38, Everingham as modified discloses the routing list as being an 
ordered group of email addresses recipients but the combination of Everingham- Walker does not 
explicitly disclose the routing list including conditional recipients. However Geiger discloses a 
system for document routing in a networked environment where the document the routing list 
includes a conditional recipient (Geiger: column 22 lines 48-57). Therefore it would been 
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obvious to one ordinary skilled in the art at the time the invention was made to modify the 
combination of Everingham- Walker with the teachings of Geiger to include a conditional 
recipients in the routing list. One would be motivated to do so in order to enable the system to 
provide review of messages according to the message proprieties and content and to control 
distribution over various types of data objects in light of business communication policy (Geiger: 
column 3 Hnes 1-20). 

38. As per claims 20 and 39, the combination of Everingham and Kara does not explicitly 
disclose the step of receiving an indication that the sender desires to deliver the document 
comprising receiving a parameter from the sender, wherein the recipient depends on the 
parameter received. However Geiger discloses a system for document routing in a networked 
environment where the document the routing list includes a conditional recipient (Col 10, Lines 
54-62). Therefore it would been obvious to one ordinary skilled in the art at the time the 
invention was made to modify the combination of Everingham- Walker with the teachings of 
Geiger to include a conditional recipients in the routing list. One would be motivated to do so in 
order to enable the system to provide review of messages according to the message proprieties 
and content and to control distribution over various types of data objects in light of business 
communication policy (Col 3, Lines 1-20). 

Response to Arguments 

39. Applicant's arguments filed on 10/28/06 have been fully considered but they are not 
persuasive. 
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Regarding applicant's remarks, applicant argues that the escrow key disclosed by Walker 
is equal to the public key of recipient. However, Walker discloses that the locking key is 
provided when the recipient's public key is not present. Therefore, the key issued by the server is 
not equal to the recipient public key (Walker: [0041]: the locking keys) and applicant's argument 
is respectfully traversed. 

Furthermore, in response to applicant's argument that the examiner's conclusion of 
obviousness is based upon improper hindsight reasoning, it must be recognized that any 
judgment on obviousness is in a sense necessarily a reconstruction based upon hindsight 
reasoning. But so long as it takes into account only knowledge which was within the level of 
ordinary skill at the time the claimed invention was made, and does not include knowledge 
gleaned only from the applicant's disclosure, such a reconstruction is proper. See In re 
McLaughlin, 443 F.2d 1392, 170 USPQ 209 (CCPA 1971). 

Lastly, applicant is advised to incorporate limitation of claim 45, which was indicated as 
allowable matter, into claims 1 and 29 to expedite prosecution. 

Conclusion 

40. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
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will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 

Any inquiry concerning this communication or earlier conmiunications from the 
examiner should be directed to Shin-Hon Chen whose telephone number is (571) 272-3789. The 
examiner can normally be reached on Monday through Friday 8:30am to 5:30pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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